Hardware: Compag Proliant DL380 G4
4GB of Memory
Intel Xeon CPU 3.80GHz

Operating System: Microsoft Windows Server 2003 R2 Enterprise Edition

Service Pack: SP2
Server Name: SWASHMNO0742E
DOMAIN: web.ams.usda.gov

Hard Disk Drives: C: 68GB (Local Disk) E: 11GB (Utilities) F: 40GB (MNCS Data)
BackWeb Version:  6.1.2

The Market News Communication System (MNCS) is a collection of components, both
Commercial Off-The Shelf (COTS) and custom coded, which deliver updated market information
to the end user.

Windows Users and Groups

For the Market News Communication System to work properly, the BackWeb server needs to be
configured with a specific account. A local user called “mncs_nt1” needs to be created. This
user should be a member of the “Administrators” group, and must have the same account name
and password as the “mncs_nt1” account in the “AMSMARKET NEWS” domain.

Files and Shares

The second RAID Logical Unit (formatted as the F: partition under Windows Server 2003) is
used to store the mkt_news directories. The following configuration should be used for these
directories:

e The partition used for the F: drive should be formatted with NTFS

The NTFS Permissions on the root of the F: drive should be assigned as follows:

o Administrators: Full Control
o SYSTEM: Full Control

The mkt_news and mkt_news2 directories should be created in the root of the F: drive

The mkt_news and mkt_news2 directories should be shared (with the same names).

The share permissions for both directories should be:

o Administrators: Full Control
o SYSTEM: Full Control

The following are components and their interaction:

* The “MNCS” application. This is a custom designed application (written in Visual
Basic) which is utilized by USDA employees to submit reports to the system.

* The “SERVERX?” process. This is a custom designed application (written in C) which
runs on the AMSMNL1 server. It is responsible for disseminating content to various
locations/servers. It is sometimes referred to as the “Traffic Cop” of the MNCS system.




* BackWeb Client-Server Application. This is a COTS application which is utilized to
distribute new content to the end user as soon as it is available. The Server component
runs on BackWeb servers maintained by Market News and the client component runs on
workstations of the end user.

* Site Server Content Replication Service. This is a COTS application for replicating
Web content to multiple locations. Within the Market News system, it is utilized to move
content from the Staging Server to the live web servers.

* Archive Batch process. This is a custom designed batch file which archives Market
News reports and is run on a daily basis.

» USDA Client. This is a custom designed application which runs on the end user
desktop. It is designed to work in conjunction with the BackWeb Client software to
extract the desired reports from downloaded conent.

REPORT GENERATION AND DISTRIBUTION

USDA employees generate the various Market News reports on their desktops. These systems
may be located internally (on the backbone), or at a remote location (accessible via dial-up).
Once the reports have been generated, they are submitted either through the “MNCS” application
(a custom developed Visual Basic program), or by manually copying the resulting text file to the
AMSMN1 computer (Figure 1).

Text reports are generated on
backbone workstations or remote
offices. Reports are delivered to the
C:\mncs\input folder, either by
= utilizing the l\/INCS_appIicatio_n (a ‘
AMSMN1 custom Visual Basic Application) or
(PDC - AMSMARKET_NEWS) by manually copying to a file share.

Remote Access Server Dial-up

Backbone Users Remote Users/Offices

Figure 1: Market News Report Generation

On the AMSMNI Server, the SERVERX.EXE application periodically monitors the “Input”
folder. When a new report is detected, the SERVERX application is responsible for
disseminating the report to a number of locations, including the Staging Server (AMS-LIVE web
site), and the Backweb Servers (Figure 2).
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Figure 2: SERVERX.EXE Dissemination

The SERVERX application requires that certain drive mappings are present to copy the files to
the destination servers, as summarized in Table 1:

AMSMNL1 Drive Letter Mapped To
H: WSWASHXX1771L\mncs (this is used by
the Archive Batch process)
L: WSWASHXX1771L\Dayl
M: WSWASHXX1771L\Web-BBS
P: WSWASHXX1771D\mkt_news
Q: WSWASHXX1771D\mkt_news?2
u: \BACKWEB\mkt_news
V: \BACKWEB\mk_news2
W: \BACKWEB\InetPub (no longer in use)

Table 1: Current Drive Mappings for SERVERX Application

These drive mappings currently traverse the NetBEUI LAN segment. Name resolution is
achieved by broadcasting on the NetBEUI segment. Prior to the installation of the Internal
Firewall, this was the only mechanism for the AMSMNL1 server to connect to the target servers on
the DMZ.




The SERVERX application is run under the security context of the mncs_ntl account, on the
AMSMARKET_NEWS domain. Share and NTFS permissions on the destination servers are
configured to give the mncs_nt1 account the access that it requires to write the data to the
destination folders.

On the Staging Server (SWASHXX1771L), Site Server Content Replication Service (CRS)
monitors various directories (including those with market news reports) for any change in
content. When the SERVERX process copies new files to the staging server, CRS immediately
replicates those files to the Primary and Secondary web servers (SWASHXX1771M and
SWASHXX1771S) and the off-site backup in Fresno (on a scheduled basis), as shown in Figure
3.
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Replication

Site Server Content Replication
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Server, and Fresno) 1
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SWASHXX1771L SWASHXX1771M SWASHXX1771S SWASHXX1771D BACKWEB
(Staging Server) (PrimaryWeb Server) (AlternateWeb Server) (PrimaryBackneb) (Secondary Backweb)
| ]

Figure 3: Site Server Content Replication Service

CLIENT RETRIEVAL

There are two mechanisms through which clients can retrieve market news reports, the AMS web
site and the Backweb Client/Server application.

AMS Web Site

Once the Content Replication Service has replicated the report files to the web servers, that
content is immediately available for download through the AMS web site. End users connect to
the AMS web site through any browser and manually request specific reports (Figure 4).
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Figure 4: Web Clients

Backweb Client/Server Application

The Backweb Client/Server application allows updated content to be automatically distributed to
the end user. When new reports are copied to the Backweb server, a custom PERL application
running on the Backweb server (USDAL.pl) detects this data and packages it in a format
compatible with the Backweb delivery mechanism (the INFOPAK format).

The Backweb Client software polls the Backweb server on a regular basis, checking for new
INFOPAKSs. When updated INFOPAKSs are available, they are downloaded to the client’s
machine, (Figure 5).
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Figure 5: Backweb Clients

There are two protocols which can be utilized for Backweb Client/Server connectivity. The
protocol used is determined by the configuration of the client software. By default, HTTP is
utilized (TCP port 80). The Backweb client software can also be configured to utilize the
Backweb Tranfser Protocol (BWTP), which utilizes UDP port 370. HTTP appears to provide a
quicker response and faster downloads, but also utilizes more of the client’s bandwidth. The
server will answer requests sent with either protocol.

On the client’s workstation, the “USDA Client” (developed specifically for Market News),
extracts the plain text reports from the downloaded INFOPAKS, compares them to the list of
desired reports (configured by the end user), and delivers the desired report files to a directory on
the client machine (C:\USDA by default).

Archive Process

The Archive Batch process runs on the AMSMNL1 server on a daily basis. (Currently, it is
scheduled to run at 4:00 AM every morning). This batch file performs two primary functions:

1. The previous day’s reports (located in the Staging Server’s “Day1” directory) are copied
to the archive. (The path for the archive destination is edited manually on a daily basis)

2. Once the files have been copied, they are deleted from the “Day1” directory to make
room for the current day’s reports.

AUTHENTICATION

There are three Windows NT 4.0 Domains involved with the Market News system:
AMSMASTER, AMSMARKET_NEWS, and AMS_INTERNET. One-way trust relationships
have been established between the domains, as shown in Figure 6.




AMSMASTER AMS INTERNET

AMSMARKET NEWS

Figure 6: Trust Relationships

The AMS_INTERNET domain trusts the AMSMARKET_NEWS domain, which trusts the
AMSMASTER domain. This allows machines in the AMS_INTERNET domain to assign
permissions to users or groups in the AMSMARKET_NEWS domain. This is reflected in the
NTFS and share permissions assigned to the shares which AMSMNL1 connects to. Table 2 lists
those permissions as they are currently configured (Note that “MNCSAdminGlo” is a global
group in the AMSMARKET_NEWS domain which contains the mncs_nt1 account):

The SERVERX application requires that a user is logged on to the AMSMNL1 server at all times.
The mncs_ntl account is used for this. All the network connections utilized by the SERVERX
applications are made under this security context.




Server Path Share Permissions NTFS Permissions
SWASHXX1771L | E:\mncs AMS_INTERNET\Domain Admins: Full | AMS_INTERNET\Domain Admins: Full
AMSMARKET_NEWS\MNCSAdmInGl | SWASHXX1771L\SYSTEM: Full
o: Full AMSMARKET_NEWS\MNCSAdminGlo:
Everyone: Read Full
SWASHXX1771L\IUSR_SWASHXX1771L1
: Read
Everyone: Read
SWASHXX1771L | E:\\mncs\archive\day | AMS_INTERNET\Domain Admins: Full | AMS_INTERNET\Domain Admins: Full
1 AMSMARKET_NEWS\MNCSAdmInGl | SWASHXX1771L\SYSTEM: Full
o: Full AMSMARKET_NEWS\MNCSAdminGlo:
Everyone: Read Full
SWASHXX1771L\IUSR_SWASHXX1771L1
: Read
Everyone: Read
SWASHXX1771L | E:\Web-BBS AMS_INTERNET\Domain Admins: Full | AMS_INTERNET\Domain Admins: Full
AMS_INTERNET\ArcanaSecurity: Full | AMSMARKET_NEWS\MNCSAdminGlo:
AMS_INTERNET\gdemery Full
AMSMARKET_NEWS\MNCSAdmInGl | SWASHXX1771L\SYSTEM: Full
o: Full SWASHXX1771L\MIUSR_SWASHXX1771L1
Everyone: Read : Read
Everyone: Read
SWASHST1757D | C:\mkt_news Everyone: Full SWASHST1757D\Administrators: Full
SWASHST1757D\Creator/Owner: Full
SWASHST1757D\SYSTEM: Full
Everyone: Change
SWASHST1757D | C:\mkt_news2 Everyone: Full SWASHST1757D\Administrators: Full
SWASHST1757D\Creator/Owner: Full
SWASHST1757D\SYSTEM: Full
Everyone: Change
BACKWEB C:\mkt_news Everyone: Full BACKWEB\Administrators: Full

BACKWEB\Creator/Owner: Full
BACKWEB\SYSTEM: Full




Everyone: Change

BACKWEB C:Amkt_news2 Everyone: Full BACKWEB\Administrators: Full
BACKWEB\Creator/Owner: Full
BACKWEB\SYSTEM: Full
Everyone: Change

BACKWEB C:\InetPub AMSMARKET_NEWS\mncs_nt1: Full BACKWEB\Administrators: Full

BACKWEB\Creator/Owner: Full
BACKWEB\SYSTEM: Full
AMSMARKET_ NEWS\mncs_ntl: Full

Table 2: NTFS and Share Permissions




REQUIRED CHANGES AND THEIR IMPACT

As a part of the AMS DMZ architecture redesign, there are some changes which will affect the
configuration of the Market News system (primarily the distribution of files from the AMSMNL1
server to the DMZ servers via the SERVERX application). The following sections describe those
changes, the impact they will have on the Market News system, and the steps which will be
required to ensure continuity of operations.

REMOVAL OF THE AMS_INTERNET DOMAIN

During the course of the DMZ architecture changes, the AMS_INTERNET domain will be
phased out. All the DMZ servers that are currently members of this domain will become stand-
alone servers. This will have repercussions with regard to the Market News, as the mapped
drives which the SERVERX process utilizes are connected using authentication provided by the
trust relationship between the AMSMARKET _NEWS and AMS_INTERNET.

Moving to a stand-alone mode for the destination servers will require that an alternate method of
authentication is available. This will be in the form of synchronized local accounts, specifically
that a local account on each destination server will be created with the same account name and
password as exists on the AMSMARKET_NEWS domain (the mncs_nt1 account). This will
allow the necessary drive mappings to be established without requiring a trust relationship
between domains.

The permissions applied to the shared resources on the target servers (both share permissions and
NTFS permissions) will need to be changed as well. As outlined in Table 2, the permissions are
currently granted to the AMSMARKET_NEWS\mncs_nt1 account (or the global group to which
it belongs). These will need to be modified to grant access to the LOCAL version of this account
(e.g. SWASHXX1771L\mncs_ntl). During the transition period, permissions can be granted to
both, so that when the target servers (e.g. the staging server and Backweb servers) are removed
from the AMS_INTERNET domain, the change will be seamless.

REMOVAL OF THE NETBEUI LAN

The drive mappings currently in place traverse the NetBEUI LAN. Since the NetBEUI LAN will
eventually be removed, these drive mappings will need to be reconfigured to utilize the TCP/IP
network (Figure 7).
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Figure 7: New SERVERX process

Although the Internal Firewall has been in place for several weeks, the only method for resolving
NETBIOS names in the current configuration is by broadcast over the NetBEUI LAN.

Internal Firewall

(PDC - AMSMARKET_NEWS)

There are two ways that this can be modified. First, the drive mappings can be reconnected and
pointed directly at the target IP address. For example, the “L:” drive on AMSMNL is currently
mapped to W\SWASHXX1771L\Dayl. This drive mapping can be re-created to point to
\\199.128.224.174\Day1, which is the internally translated IP address of the staging server. The
data will still arrive at the same location (the staging server), but in the second case it will utilize
the TCP/IP network and traverse the Internal Firewall as opposed to the NetBEUI LAN.

The second method for directing traffic through the TCP/IP segment would be to provide for an
alternate method of NETBIOS name resolution. Currently, the NETBIOS names of DMZ servers
cannot be resolved by machines on the backbone. TCP/IP Broadcasts will fail (since the DMZ
machines are on a separate segment), and there are no WINS entries for the DMZ servers.
Adding entries to the LMHOSTS file on the AMSMNL1 and 2 servers would allow the server
names to be resolved, as well as adding static entries to the WINS database.
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MOVING WEB CONTENT REPLICATION TO ANOTHER SERVER

Currently, all web content which will be placed on the live web servers (including Market News
reports) are placed on the Staging server first, and replicated to the live web servers via Site
Server Content Replication Service. This presents some difficulty for the Market News system if
the Staging server becomes unstable or needs to be rebooted, as it will disrupt the flow of reports
maintained by the SERVERX process.

In order to alleviate this, Market News is considering moving the Market News content to its own
server and replicating the content to the live web servers from that location (Figure 8). This
would help insulate the Market News system from instabilities associated with web site
publishing (which occurs on the Staging server), as well as reduce the drive space requirements
for MNCS data on the staging server.

Backbone

— ) L —— ——
SWASHST1757D AMS DMZ
Backup Database ~ Secondary Web Server IMAIL Primary Backweb 10.10.1.0/24

[
i

New FTP Server

WebTrends Server Staging Server

Department Router

New Market News
Site Server

FUTURE MARKET NEWS
REPLICATION

SERVERX Process
(NETBIOS File Transfer)

BackWeb Communication
(Polite Agent)

Backbone or VPN Users

AR

(NT, Exchange, etc.)

Site Server Replication

Figure 8: Moving MNCS replication to another server
This would be a fairly straightforward endeavor, consisting of the following steps:

1. A new server Market News Site server would be installed. It would reside on the AMS
backbone, along with the AMSMNL1 server. For ease of authentication, it can be placed
in the AMSMARKET_NEWS Domain.

2. File structure and shares which currently exist on the Staging Server would need to be
recreated on the new server (e.g. the “Web-BBS” and “mncs” folders, subfolders, and
shares).

3. Content would need to be copied from the “L” server to the new server.
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4. The drives on AMSMNI1 which are currently mapped to the “L” server (H, L, and M)
would be remapped to the new server’s shares.

5. The replication jobs that currently exist on L for replicating “Web-BBS” and “mncs”
would need to be recreated on the new server.

6. The Internal Firewall Policy would need to be modified to allow for Site Server Content
Replication to pass from the new server to the web servers (TCP Port 507).

USDA Document Delivery System

This USDA Document Delivery System is an augmented “push technology' client/server program
that allows the downloading and processing of USDA text files during one's internet connection's
idle time using server software from BackWeb Technologies. The purpose of this system is a
reliable, affordable, timely, and secure transmission medium.

Please find and follow the instructions to properly install the “client' end of this client/server
application. Since this system is based on a client/server model, each end-user must have the
“client’ installed and running in order to receive files/data from the “server' (USDA). Text
files are automatically saved locally in a subdirectory of your choice (such as c:\usda) and will
require no change in the way you currently view or process these files, beyond the point of
delivery.

Installation

Installation is broken into five easy steps. Once step five is completed, the program will
automatically begin working. It is important for optimal performance, that the steps below be
followed in sequence. Depending on the speed and bandwidth of you internet connection, the
installation process should not take more than 30 minutes, including all download time. The
process for both private subscribers and AMS Market News sites is the same; except for the

directory.
1. Use your internet browser to connect Ei News and Current Information - Microsoft Internet Explorer !Iilﬂ
File Edit iew Go Favoites Help
to: http://151.121.3.170:8080/mncs : = 2
: &g -, 006 Q8 88 |
Back  Fonward  Stop Refresh  Home  Search Favortes  Frint Font tdail

(Prlvate Subscrlbers see thls) ”Addless Ihttp:f.-"151.121.3.1?0 8080/channel! j |J_| Links

|

USDA ®

@@ Document Delivery System

1 Download and install the BackWeb Client Software download
.
2 Download and install the USDA Client Software download
.
3 After you completed step 1&2 and both software are loaded and st
e running on your PC, register for the USDA BackWeb Chanmel register
J -|
[Done | (3 Y
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(AMS Employees see thIS) Ei Mews and Cumrent Information - Microsoft Internet Explorer

File Edit Yiew Go Favoites Help

l&g o0 0@ @b 8 & @& ‘
Back  Fowerd  Stop Refresh  Home  Search Favorites  Print Font Mail
“Addrass |http:a‘z’1 51.121.3.170:8080/mncs/ _ﬂ |J_| Links
USDA @ g
-Document Delivery System (MNCS)
l . Download and install the BackWeb Client Software
2. Download and install the USDA Client Software
After you completed step 1&2 and both software are loaded and
3 # running on your PC, register for the USDA BackWeb Channel (PSSl
[ |
| [ | 4
2. CI |Ck on the fl rst "DOWI’1|Oad" button I Ne a Culenl n[oralin Microsoft Internet Explorer =] S I
to download the BackWeb Client e o r & o
software. Depending on which web ruenmuoad - ﬁ Font Mall ‘
browser you are using, it may ask for the i =1 i
_SUderECtory In WhICh to downloa‘d it OR 1 @ EE??;%%WZ 3170/uzda/bmz0b. exe ;I
it may first ask you to either "open" or
"save to disk". It is suggested that if you oM 1% mpaant 1 £ caar, e s e o System
are not familiar with downloading files J sty seucs. .
H What waould pou like to do with this file?
off tr_]e internet that you accept the - ot - ware -
subdirectory name already given and 8
Select Ilopeﬁ" If aSkEd [SE'ECtIng IlOpen" 1 I¥ | fsliays ash betare cpening this e of file hte
will allow the installation to start as soon 1 reat_|
as the download is completed.] If you pare are loaded and
were not given the "open" Option prior Jo running on your PC, register for the USDA BackWeb Channel
to download, you must doubleclick on =
the file [in the subdirectory in which you ! ! a._

downloaded the file] in Windows
Explorer to install it.
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After saving the document to disk,
Internet Explorer may warn you about a
digital signature. Click on YES to
continue the installation process.

&

Authenticode[tm] Security Technology

& Windows application i attempting to open or inzstall the following
goftware component;
ftp:#4151.121.3.1 70 usda/bwZ0b. exe

Fleaze be aware that zome files may contain viruzes or atherwize harm pour
computer. Thiz component haz not been digitally “'signed” by itz publisher.
Do you wigh to continue?

Ei Mews and Cunrent Information - Miciosoft Internet Explorer

File Edt View Go Favoites Help

US
s

1
2
3

H<:==:>e@ﬁ@rz|_-§ie.ﬁ@v ‘

Back oo Slop  Refesh  Home Seach Favoiles Fit  Fonl  Mai

|| Addvess fnp: /1511213170 6080 channel/ =1 || ke
B

BackWeb

Version 2.0

Copyright® 1996 - 1937
Back'web Technologies Inc.

register

Thiz program = protected by US and intemationsl copyright laws.

|

2

Backweb Selup is prepaing the InstalSeeld® wizard
wibich wall guide wou through the rest of the setup process.
Please vail.

92 %
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Follow the installation prompts. InstallShield 5elf-extracting EXE

Cy=  we |
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Choose Destination Location

_ﬂ Setup

Installing BackWeb
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In the connection type choice, you will
choose the "Modem" as your type of
connection.

If you have a direct network connection,
you will choose the "Direct" option.

Each option will continue the
installation process.

Connection Type

Specify vour Internet connection:

Modem

< Back Wevt> Cancel

If you chose the "Direct" connection
method, you will be presented with the
choices on the right.

Choose the bottom option "Backweb
Polite Agent" Choose "Next" to
continue with the Backweb Client
installation.

Communication Method E

Choose a communication method:

HTTF:

Recommended if you are behind a corporate
firewall that does not support BackWweb Polite
Agent.

HTTF wvia proxy:
Recommended if your company is using an
HTTP prosy.

Backweb Folite Agent:

Recommended if your company does not have
a firewall or if the firewall supports BackWeb
[e.g. CheckPoint's Firewall-1).

< Back Cancel

et > I

18




If you chose the "Modem" connection
method, the Backweb Quick Setup will
begin.

Choose "Next" to continue with the
Backweb Client installation, accepting
default settings, and finally ending the
process by clicking on the "Finish"
button

1~ Backweb

; File Preferences Channel InfoPak Help

I =
!| & Add Channel.

T |

| Welcome to BackWeb

Back\Web automatically delivers InfoPaks from
the Intemnet to your desktop.

‘You can customize BackWeb to control when,
how and from whom pou receive InfoPaks.

This guide helps you set up BackWeb <o you
can get the most out of its capabilities.

=10l x|

v

| PLAY | STOP | DELETE | INFO |

View All
InfoPaks

For Help, press F1

KEEP |

| REPLAY LAST |

7

When the Quick Setup is complete, the
final Backweb Client will appear.

You are now ready to proceed to "Step
2" in the Backweb installation process--
USDA Client Install.

Return to your Internet Explorer

¥ BackWeb
Fiz Preferences Channel |nfoPak Help

i Add Channal..

‘¥ahoo! Backwel| —]
Chanmel Guide

Wiew All
InfoPaks

Foe Help, press F1

| REPLAY LAST |
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3. CI |Ck On the Second "DOWﬂload" [’] Mews and Cumrent Information - Microsoft Internet Explorer
File Edit View Go Favortes Help

button to download the USDA Client : = -
. - ERES 3 1 & K B

software. Depending on which web H Back _Foned g., n @e s?.ih Files =V % _
browser you are using, it may ask for the | Addess [ng:/151.121.3:170:8080/channel/ =l |Jj Links
subdirectory in which to download it OR 5|
it may first ask you to either “open" or USDA @
"save to disk". It is suggested that if you —— .
are not familiar with downloading files _ Document Dellvery System
off the internet that you accept the : InstaliShield Sell-extracting EXE '

. ! Download and 9
subdirectory name already given and l o TR This wil nstal BW USD Clint. Do you wish to continue?
select "open" if asked. [Selecting "open" ; ;

. . . wnload and o |

will allow the installation to start as soon 2, Dovaloed so
as the download is Completed'] If you After you completed step 1&2 and both software are loaded and
were not given the "open" option prior o running on your PC, register for the USDA BackWeb Channel | _register
to download, you must doubleclick on -
the file [in the subdirectory in which you | | C—

downloaded the file] in Windows
Explorer to install it.

The BackWeb USDA Client Install
process does four things:

* Asks for User Information (Enter B 1’17 MS‘D..A CI i ar Zt

your Office location here)
Welcome E
* Asks you to Designate a Destination

Location (select the default) megcx é?.,u.r uﬁEBD*.i EIE&A Client Setup progam This pragram
i izt o pour compiber.

* Creates Program Folders [t iz stronaly recommended that you et all Windows programs

befare running this Setup program.

. Coples _Flles (registering files and Click Cancel to quit Setup and ther close any progrems you havs
creating ICOﬂS) ) running. Click Mest bo continue with the Setup progran,

You should be here!

. . WARMIMG: This program iz protected by copyright law and
Click on "Yes" to install the USDA interriational treaties.

Client. Unauthorized reprodustion of distribution of this program, of any

podtion of it, may rezulk in severe civil and ciiminal penalbies, and
will be prosecuted to the maximum extent possible under law,
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On the USDA "Client' software interface
(shown above), Three separate buttons
allow you to minimize the program,
change the subdirectory where files from
the USDA “Server' are saved locally on
your machine, or manually shut down
the system from receiving further files.

Minimize button: Clicking on this
button will minimize the screen. To
maximize, click on the BW-USDA
client on the task bar.

TextDir button: Indicates the location of
the USDA text files to be downloaded
on your PC. Default directory is
¢:\USDA but you can change the default
to any directory of your choice. If the
subdirectory does not exist, the system
will create it for you.

Exit button: Exiting from the application
will stop the program and the files
coming in from the USDA channel will
not get processed until you run the client
software again. The final prompt asks
you to designate a directory for your
pushed files.

Choose the default and click "OK" to
complete the USDA Client
Installation.

Location of USDA text files [Required) E3

USDA Client will save downloaded text files from 0K
USDA-Backiweb channel into the following directory. |f
you prefer to save them in a different directory, vou can T
change the following directory now or you can change it

later in application

(If directory does not esist, system will create it.)

Minimize Text Dir ‘ Exit ‘

Designed and developed by BCS-Online.com
| Status | 8/19/97 | 310 PM

4. Once the installation is complete, the
program will look for the USDA
channel. Since the USDA channel is not
present yet, the program will wait for
you to subscribe to it. The process will
continue as soon as you subscribe to the
USDA channel.

5. To subscribe to the USDA channel,
click the "REGISTER" button in your
internet browser. The system prompts
you to enter some personal information
before subscribing you to the USDA
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channel.

*If after following all five steps in
sequence, new files are not being
created within 5-10 minutes, the
system is not working and installation
should begin again, starting with Step
1.

As soon as the installation is completed,
the program will run on its own without
further effort on your part. The USDA
application gets launched every time the
computer is turned on and runs
continuously while the computer is in
use, unless the application is shut down
manually.

U.S. DEPARTMENT OF
AGRICULTURE
Agriculture Marketing Service

22



BackWeb Server
Installation Procedures

elT

Evergreen Information Technology Services, Inc.
6475 New Hampshire Avenue
Suite 400
Hyattsville, Maryland 20783
Tel. 301.270.6200
Fax. 301.270.8167

internosis

Internosis
4301 North Fairfax Drive
Suite 650
Arlington, Virginia 22203

23



TABLE OF CONTENTS

11 1o o 11 Tox 1o o PP 1
L P2 10 ATV = PR 2
Y0 111172 1= 2
(O 01T = 11 T IS ] (= (. S 2
Domain MemMDBEISNID ..o 2
WiNdows 2000 COMPONENTS. ....uuiiiieeeiiieeeiiias e e eeeeeeeatieas e e e e e e e eeeara e e e e e e eeareraa e aaaaas 2
Windows 2000 USErS anNd GrOUPS .......ceurruuuiiieeeeeeieeiiiiiaaseeeeeseeantiiaaseeeasseeannrnnaaaaeaes 3
FIleS @Nd SNArES .....ccooiieeeeici e e e e e e aanee 3

[IS CONFIGUIATION. ...ttt 4
Port ConfiQUIAtIoN .........couuiiiii et e e e e e et e e e e e e eeanee 4
YL E= L T =T ot (o] = 4
[SAPT MBPPINGS .. a e a e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 5

F e (o [1Te gt LIRS0 1 A1 P 12
BaCKWeED SEIVET ... 12
BaCKWED CONSOIE... ..o e e e e et e e e e e e e eenenes 19
BackWeb Automation SDK.........coooiiiiiiiii 19
BackWeb Configuration............oooiiiiiiiiiiii e e e e et e e e e e eeneees 20
BaCKWED SEIVEI LICENSE ....uiiieiee ettt e e e e e et e s e e e e eeenenes 23
Custom Package Importer (Perl SCrpt) ......covvvviiiiiiiiiiiiiiieeee 26
Scheduling the PERL SCHPL......couuiiiiii et 27
Channel Registration Page...........coooo oo 31
1 L= 1 5] = | = 11T SRR 33
ODBC CONfIQUIAtION ....uuuiii e e e e e e e e e e s eraaaas 34
MIME Type CONfIQUIALION.........cceiiiiiiiiiie e e eee e e e e e e e e r e e e e e e e eennnes 35
BaCKWED FalOVET ... e e e e 38
Appendix A: Installation ChecCkKIiSt...........ooooee e 39
VErSION CONIIOL ... 41

24



INTRODUCTION

This document outlines procedures for installing and configuring a BackWeb Server for
use in the Market News Communication System (MNCS). Step by step procedures for
the installation of Windows 2000 are not specifically included, however relevant
configuration items are recorded (e.g. required Windows 2000 components). Please
reference the Market News Windows 2000 Server Installation documentation for more
detailed procedures for Windows 2000 installation.

The specific hardware configuration listed in this document is that of the newly built
primary BackWeb server (put into production January 25", 2002). These specifications
are provided for reference only, and should not be considered a minimum baseline. A
similarly configured server platform could be used to host a BackWeb Server, although
specific configuration items (such as RAID configuration and partition information) may
need to be altered accordingly.
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HARDWARE

The new BackWeb server is built on a Compaq Proliant ML530 chassis, with the
following components:

Number of Processors: 2
Processor Type/Speed: Pentium 933 Xeon
Memory: 896 MB
Hard Drives: 6 x 18 Gig SCSI Ultra3
RAID Configuration: 2 drives configured as RAID 1 (Mirrored)
4 drives configured as a RAID 5 Logical Unit

The Operating System is installed on the first Logical Unit (Mirrored) while the Second
Logical Unit is used for data storage (specifically the mkt news directories)

SOFTWARE

OPERATING SYSTEM

Operating System: Windows 2000 Advanced Server

Updates: Service Pack 2

Q282522
Q301625
Q302755
Q299796
Q276471
Q285851
Q296185
Q299553
Q299687
Q302755
Q292435
Q298012
Q252795
Q307454
Note: Since the installation of the first BackWeb server, Microsoft has released the
Windows 2000 SP2 Security Rollup Hotfix, which includes all the necessary hotfixes
above.

Domain Membership

The BackWeb Server should be installed as a stand-alone server (not a member of any
domain).

Windows 2000 Components

Several of the Windows 2000 system components which are installed by default are not
necessary for operation. The following list specifies which components should be
installed on the BackWeb Server (changes to the default are marked with an *):
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Windows 2000 Users and Groups

Accessories and Utilities

Certificate Services
Indexing Service

Internet Information Service

o Common Files
Documentation
File Transfer Protocol (FTP) Server
Front Page 2000 Server Extensions
Internet Information Services Snap-in
Internet Services Manger (HTML)
NNTP Service
SMTP Service
Visual Interdev RAD Remote Deployment Support
World Wide Web Server
Management and Monitoring Tools
Message Queuing Service
Networking Services
Other Network file and Print Services
Remote Installation Services

O 0O OO O OO OO0

Remote Storage
Script Debugger

Terminal Services (Remote Administration Mode)
Terminal Services Licensing
Windows Media Services

Installed

Not Installed
Not Installed *
Partially Installed *
Installed

Not Installed *
Not Installed
Not Installed *
Installed

Not Installed *
Not Installed
Not Installed *
Not Installed
Installed

Not Installed
Not Installed
Not Installed
Not Installed
Not Installed
Not Installed
Installed
Installed *
Not Installed
Not Installed

For the Market News Communication System to work properly, the BackWeb server
needs to be configured with a specific account. A local user called “mncs_nt1” needs to
be created. This user should be a member of the “Administrators” group, and must have
the same account name and password as the “mncs_nt1” account in the

‘AMSMARKET_NEWS” domain.

Files and Shares

The second RAID Logical Unit (formatted as the F: partition under Windows 2000) is
used to store the mkt news directories. The following configuration should be used for
these directories:

The partition used for the F: drive should be formatted with NTFS

The NTFS Permissions on the root of the F: drive should be assigned as follows:

o Administrators: Full Control
o SYSTEM: Full Control

The mkt_news and mkt_news2 directories should be created in the root of the

F: drive

The mkt_news and mkt_news2 directories should be shared (with the same

names).

The share permissions for both directories should be:

BackWeb Server Installation
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o Administrators: Full Control
o SYSTEM: Full Control

Note that the “mncs_nt1” account should be a member of the “Administrators” group,
and therefore will have the necessary access to these directories.

1S CONFIGURATION

Changes to the default configuration of the Internet Information Service (IIS) are required
both to allow interoperability with BackWeb, as well as to ensure the secure
configuration of the server.

Port Configuration

The BackWeb server will listen for client connections on TCP port 80. This is also the
default port assigned to the Default Web Site in IIS. In order to prevent both applications
from competing for port 80, 11S needs to be configured to listen on a different port (TCP
port 8080 will be used for this).

Open the “Internet Information Services” Snap-In (by selecting “Start | Programs |
Administrative Tools | Internet Services Manager”) and expand the tree to locate the
Default Web Site. Right click on the Default Web Site and select “Properties.”

Default Web Site Properties 2 x|
Documents I Directory Security I HTTF Headers I Cuztam Errars
‘web Site | Operatars I Performance I |S4P! Filters I Harme Directary

—'w'eb Site |dentifization

D ezcription: Default Web Site

P Address: I[AIIUna&&igned] j .&gvanced_"l
ICPPor. ¢ [2080 T 5SL Par: |43
w_

—_————

— Connections

& Unlimited Change the TCP

" Limited Te: | 7000 corre|_POM to “8080
Connection Timeowt: I 900 seconds

v HTTF Keep-tlives Enabled

—v Enable Logging

Active log format;

IWI Extended Log File Format j Properties... |

] I Cancel | Apply | Help |

Figure 1: IS Port Configuration
In the “TCP Port” box, change the value from the default of “80” to “8080” (Figure 1).

Virtual Directories

There are a number of virtual directories that are installed by default upon 1IS
installation. Most of these virtual directories are not necessary and can be a security
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risk. The following virtual directories (located under the Default Web Site) should be
deleted (right click on the Virtual Directory and select “delete”):

| IIS Admin [ IIS Help | Scripts | I1S samples | MSADC |

The following NTFS directories should also be deleted (if they exist, they will be located
beneath C:\Inetpub\wwwroot):

| private | vti log | vti cnf | vti pvt | vti script |

ISAPI Mappings

IIS is installed with a number of Internet Service Application Programming Interfaces
(ISAPI) mappings installed by default. These mappings direct IS to utilize certain DLLs
to process requests for files with a given extension. Some of these DLLs are known to
have security vulnerabilities, and as a general rule any unnecessary ISAPI mappings
should be removed. To manage ISAPI mappings, open the Internet Information Service
Snap-In, right click on the server in question and select “properties” (Figure 2). Note
that by selecting properties for the Server vs. the Default Web Site, it will apply to any
additional sites created on the server.

* cdonahue Properties cd

Intemet Infarmation Services |

— Mazter Propertiez
Edit the properties inherited by all sites created on this
computer,

Master Properties: -

— Enable Bandwidth Throtting

ittt metwork bandwidth avalable for &l ek and BTE sites o this
camputern.

I Ewinnunn Refwark use: 1.024 kbz

r— Cormputer MIME kap

N Canfigure the MIME types far all web
sites on thiz computer. Edit... |
dad

0K I Cancel | Apply | Help |

Figure 2: Server Properties

Under the master properties drop-down, ensure “WWW Service” is selected and click
“Edit.”
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WWW Service Masker Properties for cdonahue x|

Documents || Directory Security I HTTP Headers I Cuztom Eu,m—l—-ﬁendce

‘web Site Operators I Perfarmance I ISAPI Filkers ( Harme Directary

S—_———

—'w'eb Site |dentifization

D ezcription: ||

|F &ddress: I[.t'-\ll dnazzigned) j Ldvanced.. |
TERE Port: ISEI S50 Fart; I

— Connections
i Unlimited

" Limited To: I 1.000 | connections
Connection Timeout: I 900 zeconds

v HTTF Keep-tlives Enabled

—v Enable Logging

Active log format;

IWI Extended Log File Format j Properties... |

(] I Cancel | Apply | Help |

Figure 3: WWW Service Master Properties

This brings up the WWW service Master Properties dialogue (Figure 3). Select the
“Home Directory” Tab.

BackWeb Server Installation 6 USDA - Market News



WWW Service Master Properties for cdonahue x|

Documents I Directary Security I HTTF Headers I Custom Ermrars | Service |
wieh Site I Dperators I Performance I 1S4F Filters Home Directory
wwhen connecting ta this resaurce, the content should come fram:

%) & directony located on this computer

{71 & share lozated on another computer

€ A& redirection to a UBL

LozalFath: Browse... |

[T Script source access v Log wisits
[ Read v Index this resource
[ wiite

[ Directary browsing

Application Settings

Application name: I Femove
Starting point: <wieh Master Properties: i
\
Execute Permizsions: INone j
Application Erotection Ian IS Process) j [hlzad
0K | Cancel | Apply | Help |

Figure 4: Home Directory Tab

In the lower-right corner of the “Home Directory” tab, click on the “Configuration” Button
(Figure 4).
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Application Configuration

App Mappings | &pp Optiars I Process Options I App Debugging I

W iCache ISAPI applications

—Application Mappings
Er:tensinnl Executable Path | Yerbs |
kit CNWIMM TS wetemn32hwebhits, dl GET HEAD....
.ida CWw MM TS wstem32hida. di GET HEAD....
.idqg CWw MM TS wstem32hida. di GET HEAD....
.azp C:WIM M TAS ystem32hinetsrhasp.dil GET HEAD....
.CEr C:WIM M TAS ystem32hinetsrhasp.dil GET HEAD....
.cds C:WIM M TAS ystem32hinetsrhasp.dil GET HEAD....
.aza CAWINN TS wetem32hinetervhaszp.dl GET.HEAD....
printer CAMWINNT S wetem32hmew3prt. dil GET.POST
Agdd Edit Eemove
Ok I Cancel | Apply | Help |

Figure 5: Application Configuration

The “Application Configuration” dialogue will display a number of ISAPI application
mappings (Figure 5).The following ISAPI mappings should be removed (select the
extension and click the “Remove” button):

.htw .ida .1dg .idc
.stml .shtml .stm .htr
The only mappings that should remain are:

.asp | .cer | .cdx | .asa

Note the that the .printer mapping is special. Although it can be removed here, if the
server is restarted, Windows 2000 will recreate the mapping automatically. To remove
the .printer mapping permanently, Web-based printing must be disabled. This must
be done through the Group Policy Snap-In. Select Start | Run and type “MMC” in the

“Open” box.

BackWeb Server Installation
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=10/x|
Jkﬁ—gn-l:us—ols/\ wWindow  Help |J D = E | |;|i|ﬂ‘
|J Actian Eieu&ﬁavorites |J = =) | @ ‘

Tree I Favarites | Mame |

Click here and select
“Add/Remove Snap-In”

Figure 6: Microsoft Management Console

This will bring up the Microsoft Management Console (Figure 6). Click on “Console” (in
the upper left hand corner of the window) and select “Add/Remove Snap-In.”

Add/Remove Snap-in 2l
Standalone | E stensions I

|Jze this page to add or remowe a standalone Snap-n from the congole,

Snap-inz added to; Ia Conzole Roat j

— Dezcription

QK. | Cancel |

Figure 7: Add/Remove Snap-In

The “Add/Remove Snap-In” dialogue will be displayed (Figure 7). Click the “Add” Button
to see a list of available Snap-Ins.
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Add standalone Snap-in 2l

Axailable Standalorne Snap-ins:

Snap-in | Wendor | ;I

Event Wiewer Microsaft Corporation
@ Fan Service Management ticrozoft Corporation
CFalder - _ _

‘@ Group F'DIiE_I,J,’ ticrozoft Corporation
Q IEdExEEService icrozoft Corporation, 1.
%3 Internet duthentication Service [1A5]  Microzoft Corporation J
% Intermet [nformation Services Microsaft Corporation

@ IP Security Policy Management
[®] Lirk ta web Address
@ Local Usgers and Groups ticrozoft Corporation LI

— Description

ou can uge the dotive Directorny Domaine and Truste znap-in to
manage Active Directory domains and trusts.

Add Close |

Figure 8: Add Snap-In

A list of available Snap-Ins will be displayed (Figure 8). Scroll down and select the
“Group Policy” Snap-In and click “Add.”

Select Group Policy Object x|

Group Policy Objects can be stored in the Active
Directary or on a local computer.

|Jze the Browse button to select a Group Policy

( T Obiject.
Group Palicy Object:

Browse. . |

[ Allow the focus of the Group Policy Shap-in to
b changed when launching from the command
line. This only applies if you zave the console.

< Back I Finizh I Cancel |

Figure 9: Select Local Policy

The Group Policy Snap-In will display a dialogue specifying which computer to target
(Figure 9).The Local Computer should be selected by default. Click “Finish” and close
the “Add Standalone Snap-In” dialogue. The newly added “Local Computer Policy”
Snap-In should be displayed in the “Add/Remove Snap-In” dialogue. Click “Ok” to return
to the MMC console.
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7111 Consolel - [Console Root'Local Computer Policy',Computer Configuraktion' Adry

Jnﬁ Console  wWindow  Help

=101x]

o

EH 5|18

|J Action  View  Favorites |J & =) | | | 2

Tree I Favarites |

Palic

[_1 Console Rook

E@ Local Computer Policy

E@ Computer Configuration

[ Software Settings

D Windows Settings

=1-[C1] Administrative Templates
-2 Windows Camponents

[]---@ User Configuration

| Setting |

gi.ﬂ.llnw prinkers to be published

Mot configured

@ Automatically publish new printers in Active Directary
1%'[ Allowy pruning of published printers

@ Printer browsing

1%'[ Prune printers that are nok automatically republished
@ Directary pruning inkerval

@ Direckary pruning retry

1%'[ Directary pruning priarity

@ Check published state

%4 Web-based printina_}

1%'[ Computer location
=W Pre-populate printer search location kext

Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Figure 10: Local Computer Policy Snap-In

The “Local Computer Policy” should now be displayed under the Console Root. Expand
it to display “Local Computer Policy | Computer Configuration | Administrative Templates
| Printers” (Figure 10).Under the “Printers” folder, look for the “Web-based Printing”
entry. Double-click this entry and select “Disabled.” When the server is restarted, the
.printer mapping will no longer be created under IIS.

NOTE: ISAPI mappings are sometimes recreated automatically if Windows 2000
components are added/removed from the system. If any Windows 2000 components
are added or removed, the procedures for removing these ISAPI mappings may need to

be performed again.

BackWeb Server Installation
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ADDITIONAL SOFTWARE

The following sections list additional software components required for implementing
USDA’s Market News Communication System.

BackWeb Server

Inserting the “BackWeb Server” CD should automatically launch the Installation splash
screen.

A BackWeb Master Setup CD - Foundation Yersion 6.1.2 and PAS ¥e o o]

®
BACKWESHB
Foundation - v 6.1.2

Push Application Server - v 1.5

- o

(’fBackWeb Server >
Backieb Push Application Server
BackWeb Server Console

BackWeb Automation SDK

BackWeb Polite Proxy™/Repeater Server

BackWeb Server
BackWeb Tools

This section mehudes sofbware to install wour BackWeb Foundation Server and Push Application Server.

Mote: The BackWeh Client can only be generated after installing the BackWeb Server and Console.
Refer to BackWeb Server docurnentation for further details.

@ BROWSE CD DOCUMENTATION = EXIT

Figure 11: BackWeb Server CD Splash Screen

The BackWeb Server installation can be launched by expanding “BackWeb Server” and
selecting the “BackWeb Server” link (Figure 11). A dialogue box will ask if you want to
install BackWeb Server. Select “Yes” to begin the installation.

Note: If the splash screen does not launch when the CD is inserted, or the splash screen
link does not launch the installation correctly, it can also be manually started by
exploring the CD and running the \Server\Win\Setup.exe application.
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‘whelcome to the Backiwfeb Server B.1.2 Setup
program. Thiz program will inztall BackWweb Server
- B.1.2 an your cormputer.

It iz strongly recommended that you exit all \Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then cloze any programs you
have running.  Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this prograrm, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law,

Cancel |

Figure 12: BackWeb Server Installation Welcome

The BackWeb Server Intallation Welcome screen will be displayed (Figure 12). Click

“Next” to continue.

SOFTWARE LICENSE AGREEMENT ll

Pleaze read the following license agreement. Use the zcroll bar
to wiew the rest of thiz agreement.

BaCKWER SOFT'WARE LICEMSE TERMS j

B CLICKING OM THE "vES" BUTTON, ¥OU ["CUSTOMER") AGREE TO THE
TERMS AND CONDITIONS SET FORTH BELOW [THE "AGREEMEMNT"] FOR THE
BACKMWER SOFTWARE PROGRAMS AND ASSOCIATED DOCUMENTATION [THE
"PROGRAMS"). THIS IS THE ENTIRE AGREEMEMT WITH RESPECT TO THE
FROGRAMS AND ALL OTHER TERMS ARE REJECTED. IF*0OU DO NOT AGREE
TO THESE TERMS, PLEASE CLICK OW THE "MO" BUTTON.

OU May BE REQUIRED TO OBTAIN & KEY OR CODE TO IMITIATE OR CONTIMUE
LSE OF A BACKWER PRODUCT.

LICEMSE: Customer zhall hawe the right to uze the Programs in the operating
enviranment identified by BackM\/eh, either ta the extent licensed and/ar authorized by LI

Do vou accept ahd agree ta the foregoing terms?
If 20 click on the Yesz button, IF pou zelect Mo, Setup will terminate.

< Back Yes MHa |

Figure 13: License Agreement

The Software License Agreement will be displayed (Figure 13). Click “Yes” to agree to

the license terms and continue the installation.
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Registration ll

Pleaze Reqgister your product now.

Mame: Im

Company: |AM5-usm

< Back I Ment » I Cancel |

Figure 14: Software Registration

The Software Registration Page will be displayed (Figure 14). Enter an appropriate
Name and Company and click “Next” to continue.

Select Install Type ll

Chooge the tupe of installation you vant

1

Upagrade Backweb Server

< Back I Mewut » I Cancel |

Figure 15: Installation Type

The “Install Type” selection will be displayed (Figure 15). “Install BackWeb Server”
should be selected. Click “Next” to continue.
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Choose Destination Location x|

Setup will install Backiw'eb Server in the following directan,
Toingtall to thiz directon, click Mext.

Ta install to a different directary, click Browse and select another
directony,

Hote that thiz directory iz uzed only as the BASE directory for the
inztallation and vou will next be prompted far the name of the
Backeb Server directony that will rezide under it

C:\Program FileshB ackiw'eb Browsze. .. |
Cancel |

Figure 16: Program Files Location

" Destination Folder

< Back

The “Choose Destination Location” dialogue will now be displayed (Figure 16). If the
program files will be installed in a different location, click “Browse” to select the desired

location. Otherwise, click “Next” to accept the default location (C:\Program
Files\BackWeb).

Select Server Name |

Setup will add pragram icons ta the Program Folder listed below.
Fou may type a new folder name, or select one from the existing
Folder lizt. The name vou zelect will alzo be used az the zerver
directony name [under the base directory] and service name.

Program Folders:

A [=23
Administrative Tools
Cormpadq System Tools

Marton Antiinus Corporate E dition
Startup

< Back I Ment » I Cancel |

Figure 17: Start Menu Folder

The next dialogue will create a Program Folder with shortcuts on the Start Menu (Figure
17). Accept the default Folder Name (BackWeb Server) and click “Next” to continue.
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Server IP address |

Pleaze enter the IP address of pour machine, or prezs ‘Enter’
If pour machine has multiple 1P addrezses you map zelect one of
them or press 'Enter’ to use all IP addrezses of the machine.

IP: [dsfeui]

< Back I Ment » I Cancel |

Figure 18: IP Address

The “Server IP Address” will now be displayed (Figure 18). This is primarily intended to
limit which IP address(es) the BackWeb Server will bind to when running on a server
with multiple Network Interfaces and/or IP addresses. The “[default]” setting will allow
the BackWeb Server to bind to all IP addresses on the machine. Accept this default
setting and click “Next” to continue.

Select Ports x|

Fleaze chooze the port numbers your server will uze for its
different zervices.

If powr gerver does not need to support Backiweb clients with
TCF protocol leave the appropriate figld empty.

Make zure you didn't ingtall aweb Server on any of the TCP
ports vou select |

UDP port for Backiweb clients: |37"D

TCP port for Backweb clients: ISD

TLCP part Far ausihary clients: |81

TCP port for Backweb Console ; IE?SS

< Back I Mewut » I Cancel |

Figure 19: Application Ports

The “Port Numbers” dialogue box will now be displayed (Figure 19). Accept the default
settings. Please note that the “Port Configuration” procedures with regard to IS outlined
earlier in this document should have already been implemented, otherwise you may
receive an error message about port 80 already being in use. If the Port Configuration
settings have not been implemented, cancel the installation and perform those
procedures before continuing, otherwise click “Next” to proceed.
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Polling Delay |

Flzaze enter the default palling delay [in minutes] used by clients
to poll pour zerver for new data, Set it according to the expected
1ate of new InfoPaks and the expected number of clients. Type
‘none’ to leave the decision to the clients.

o ———

4 . = A)
v Minutes : &0 ;
S - -

Change this value to 1 (one),
so that updated content will
be downloaded immediately.

< Back I Ment » I Cancel |

Figure 20: Polling Delay

The “Polling Delay” dialogue box will now be displayed (Figure 20). This setting
determines how often a client connected to the server will poll for updated content. The
default setting is 60 minutes. In order for the MNCS system to provide the timeliest
response, this setting should be changed to 1 (one) minute. Once this has been
modified, click “Next” to continue.

Select Password for Back'Web Server Console x|

Fleaze enter the pagzword for the 'admin' user of pour gerver,
Thiz pazsword is required to login as administrator thraugh the
zerver's Console.

Enter passward far ‘admin® I
Betype pazsword: I

Y'ou can change thiz pazzword in the future by uging the utility
bw_paszwd.exe it the server's bin directary and restarting the
SEMVEL

< Back I Mewut » I Cancel |

Figure 21: Admin Password

The “Admin Password” dialogue box will now be displayed (Figure 21). This password
is used to control access to the BackWeb Console, both from the local machine, as well
as from the network. Note that this password is completely unrelated to any local or
domain passwords/accounts associated with Windows 2000 or NT. It only applies to
access to the BackWeb Server Console. Enter an appropriate password here and type
it a second time to confirm. Write down the password and store it in a secure location
before clicking “Next” to continue.
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Channel Directory Synchronization |

Check the follawing to gain access to all the channels maintained
by BackWweb Technologies Inc.

[ Synchionize with Backiweb's main Channel Directong

Y'ou can uze the Server's Consale to rodify this later and to
gynchionize with other channel directonies.,

< Back I Ment » I Cancel |

Figure 22: BackWeb Channel Directory Synchronization

The “Channel Directory Synchronization” dialogue box will now be displayed (Figure
22). This allows a BackWeb server to synchronize with BackWeb servers maintained by
the BackWeb company, providing access to additional content. This is not required for
the MNCS system, so leave the box unchecked and click “Next” to continue.

BackWeb Service Startup Options ll

The Bacliw'eb server iz an MT service that can be configured to
start Lp automatically

V¥ Start the service automatically at systern startug

V¥ Start the zervice now

< Back I Mewut » I Cancel |

Figure 23: Startup Options

The “Services Startup Options” dialogue will now be displayed (Figure 23). Accept the
default (both boxes checked), and click “Next” to continue.

The installation will now proceed to copy files and install the BackWeb Server software.
Once the BackWeb Server installation is completed, proceed to the BackWeb Console
installation.
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BackWeb Console

The BackWeb Console software installation is extremely straightforward. It can be
launched from the CD splash screen, or by exploring the CD and running the
“\Console\Setup\Setup.exe” application. Accept all the default settings (the only
modifiable entry is the Program Files location). Once the BackWeb Console installation
is completed, proceed to the Automation SDK installation.

BackWeb Automation SDK

The BackWeb Automation SDK (Software Development Kit) includes libraries which are
required for the MNCS system to function correctly. The installation can be launched
from the CD splash screen, or manually by exploring the CD and running the
“AutoSdk\Win\Setup.exe” application.

Accept all the default settings for the SDK installation. The necessary files will be copied
to the machine. At this point, the installation program will check for the existence of a
PERL interpreter. If none is installed (which should be the case), it will display the
following notice (Figure 24):

wamning x|

PL files do not seem ko be associated with any Perl interpreter,
This may indicate that Perl is not installed on this machine.

¥ou may use the ActivePerl installer (APIS22e. exe) provided with this package to install
AckivePerl,

ActivesState, ActivePerl, and PerlScript are trademarks of ActiveState Tool Carp,

Figure 24: Perl Not Found

Click “Ok” to acknowledge the message. You will then be asked if you wish to install
“ActivePerl,” a PERL interpreter distributed with the BackWeb software (Figure 25).
Click “Yes” to initiate the ActivePerl installation.

Question N |

@ Would vou like to install ActivePer] now?

Figure 25: Perl Installation Prompt
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X

WWelcome to the ActivePerl 522 Setup program.  This
program will inztall ActivePerl 522 on pour computer.

Itis strongly recommended that you exit all Windows programs
before running this Setup program.

Click. Cancel to quit Setup and then cloze any programs pou
hawe rnning. Click Mest to continue with the Setup program.

Perl WwiSRMING: This program iz pratected by copyright law and
t international treaties.

Unautharized repraduction or distribution of this pragrarm, ar any
J partian af i, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent posgible under law.

Cancel |

Figure 26: Active Perl Installation Launch

The “ActivePerl” installation program will now be launched (Figure 26). Accept all the
default settings for the ActivePerl installation. Once the ActivePerl installation is
complete, the installation of the BackWeb Automation SDK will be complete (Figure 27).

Setup Complete

Setup has finizhed ingtalling the Automation SOK. on o
compter.

Click. Finizh to complete Setup.

< Barck i Finizh

Figure 27: SDK Installation Complete

BackWeb Configuration

Once the BackWeb Server components have been installed, the USDA Sub-Channel
and Satellite Exposure group need to be created to ensure correct operation of the
MNCS system. To configure the BackWeb Server, you must connect to it through the
Console. Open “Start | Programs | BackWeb Console | BackWeb Console.” You will
see a logon screen, as illustrated in Figure 28.
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Login to BackWeb Server x|

Haost Mame: ILDD*%LHDST j Part: IE?BS

Uzer name: Iadmin

Paszword: ||

Login I Cancel |

Figure 28: Connecting to Server Console

If you are connecting from the server itself, type in “Localhost” for the Host Name or
enter the server’s IP address if configuring the server from a remote machine. Enter the
password for the “admin” account (this is the password that was entered when installing
BackWeb Server) and press “Login.” The console application should now connect to the

Server.

HH BackWeb Console [LOCALHOST : 6789] I ]
Eile  Wwiew Adminiskration  Help
[RE
Server Administration

Marmne | Descripkion

Server Zonfiguration Manages the server configuration

Server License ‘Wiewy and Update the server licenses

Server Log Server errar log

Reports View the server reparks: communication, downloads. ..

@ Communication Status Caommunication skatus information For the server

fﬁ;Segmentation Rules The general pool of segmentation rules in the server

Eﬁjchannel Tcon Vieww and change the icon of the channel that matches this server

%Permissinns Vieww and edit the publishers and testers permissions

E=iServer Certificate Handle the security certificate of the server

l | i
Ready | | 4

Figure 29: Server Administration

To manage Sub-Channels and Exposure groups, click on the “Content” tab in the
navigation panel (Figure 29).
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HH BackWeb Consaolz [LOCALHOST : 6789] -0l x|
File Edit Wiew \ InfoPak l{l\p

Homa[E X L]

InfoPaks :
Senver oPak 2) Click here to add a
Content @ InFoPaks ; Mame new Sub-Channel Downloads | Insk

E'@‘Speual\
: @ Wielcome

¥ Alerts 1) Make sure “InfoPaks”
3 Expired is selected

- Time Sensitive
e Time Insensitive

=
e
File Repli

a |

Ready [ |0 Sub-Channels v

Figure 30: InfoPaks

Under the “Content” tab, click on “InfoPaks” (Figure 30). In the InfoPak tree, there
should be two existing Sub-Channels (Special and Main). The custom PERL script that
imports Market News Reports into BackWeb requires that a specific Sub-Channel
(USDA) exists. Make sure that the root “InfoPaks” is highlighted, click on the “InfoPak”
menu, and select “Add Sub-Channel.”

MNew Sub-Channel |

Mame: IUSD.-’-‘«

— weight

Enter the weight
relative to other

sub-channels: I 5_% 50.0%

— State

i+ Active
" Suspended

0K I Cancel | Help |

Figure 31: New Sub-Channel

This will bring up the “New Sub-Channel” dialogue box (Figure 31). Type “USDA” in the
Name field. Accept all the other defaults and click “Ok.” You will be returned to the
InfoPak screen. The “USDA” Sub-Channel should now appear in the tree.
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The “Satellite” exposure group needs to be created under the USDA Sub-Channel. To
do this, highlight the USDA Sub-Channel, click on the “InfoPak” Menu, and select “Add
Exposure Group.”

New Exposure Group ll

Group narme: ISatEllile

—Weight

Enter the weight
relative to other groups = .
i itz sub-channel: I 5_.: 100.0%

— Selection Method

{* Select newest InfoPak in group

= Select InfoPaks randamly

— State
& Active 0 Suspended € Testers only

QK I Cancel | Help |

Figure 32: New Exposure Group

This will bring up the “Add Exposure Group” dialogue box (Figure 32). Type “Satellite”
in the Group Name field. Accept all the other defaults and click “Ok.”

HH Backweb Console [151.121.3.170 : 6789]

Eile Edit Wiew InfoPak Help

B DEQ EX D 6L aE| %
Cerver InfoPaks
Content o @ N Marrie [T

E@ Special
i @ Wielcome

¥ alerts

H E Expired

E@ Iain

. L[] Time Sensitive
Fne-lnsgnsitive
- ,’ El@ SDP. “
,;'!Fi AN e Satelite 7

~ -

-~ -

L

Channels

File F=E|:||i|::.3|.|:|r:5:

Figure 33: Sub-Channel and Exposure Group Created

You will be returned to the InfoPak screen. The newly created exposure group should
now be visible in the tree (Figure 33).

BackWeb Server Host ID

When the BackWeb Server is installed, it will have an Evaluation License installed. This
Evaluation License will expire in approximately a month, and must be replaced with a
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permanent license. To obtain a permanent license, you must first obtain the Server’'s
HOST ID. To view the HOST ID, click on the “Server Tab” and select “Server

Administration.”

HH BackWeb Console [LOCALHOST : 6789] I ]
Eile  Wwiew Adminiskration  Help
[RE
Server Administration
Marmne | Descripkion
__Eler_vg'_(:g_nfi_ggritinn Manages the server configuration
g Server License _ > View and Update the server licenses
Se-FvErT_nu_; Server errar log
Reports View the server reparks: communication, downloads. ..
@ Communication Status Caommunication skatus information For the server
fﬁ;Segmentation Rules The general pool of segmentation rules in the server
Eﬁjchannel Tcon Vieww and change the icon of the channel that matches this server
%Permissinns ‘Wiewy and edit the publishers and testers permissions
Content E=iServer Certificate Handle the security certificate of the server
Client
1| | i
Ready | [ &

Figure 34: Server Console

In the “Server Administration” window, click on the “Server License” item (Figure 34).
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x

Licenze |

Server Wersion: £.12 [Build 88R]

— Status
Server Start Time: 2/5/2002 3:00:00 P
Option | Availability | Current Statuzs |
Server
Owner Backweb Evaluatio...
E spiration Evaluation 352242002
b ax Manthly Downloads Mat Limited 461
b as dctive Users Mot Lirnited ]
Max Concurent Users Mk Lirnited TS
Host 1D Mot Lirnited v 1022153315
Publizhing Wizard Sa_ -7
Ewpiration Available for Evaluati...
Market Intelligence
Ewpiration Available for Evaluati...
AutoFile Update Mana...
Ewpiration Available for Evaluati...
Security
Status Mot Licensed for Sec...  Mat Secured
Thiz data was last updated an: Thursday, February 07, 2002 09:50:12
—Update Licenze
Update Licenze

Cloze Help
I |

Figure 35: Server License

This will bring up the Server License page (Figure 35). Look for the “Host ID” field and
write this number down. This number must be provided to BackWeb Support and they
will issue a permanent server license file and email it. To continue with the installation
without the permanent license, proceed to the Custom Package Importer (Perl Script)
section.

BackWeb Server Permanent License Installation

Once the license file is received from BackWeb, return to the BackWeb Console, open
the Server License page (Figure 35), and click on the “Update License” button.

Replace License |

Chooze the licenze you wish ta replace.
The available licenze types are:

Server j
Cancel |

Figure 36: Replace License

The “Replace License” dialogue will be displayed (Figure 36). Ensure that “Server” is
selected in the drop-down box and click “Ok.”
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21|
Look jn: I@ prograr j - l:j( -

|_lcamp
_1En

| program

File name: || Open I
Filez of wpe: ILicense Files j Cancel |
v

Figure 37: License File

Select the permanent license file that BackWeb support sent (Figure 37) and click
“Open” to install it.

x

Licenze |

Server Wersion: £.12 [Build 88R]

— Status
Server Start Time: 2/5/2002 11:13:24 AM
Option | Availability | Current Statuzs |
Server _--" T~
Ovaner .7 BC5-U5DA So
E xpiration 7 Mo Linnit N
b ax M anthly Downloade Mot Lirnited 31516 \
b as dctive Users \ 286 a4 1
kax Concurrent Uzers \\ Mot Lirnited a /’
Host 1D N 3497303363 3437303363~
Publizhing Wizard S~ _--"
E =piration MaLimi® = ===-=--7
Market Intelligence
Ewpiration Mo Limnit
AutoFile Update Mana...
Ewpiration Available for Evaluation
Security
Statuz Mot Licenszed for Sec.. Mot Secured
Thiz data was last updated an: Thursday, February 07, 2002 09:57:29
—Update Licenze

Cloze I Help |

Figure 38: Updated License

The “Server License” page should now be updated with the new license information
(Figure 38). Note that the BackWeb server will need to be restarted for the updated
license to take effect.

Custom Package Importer (Perl Script)

In order for the Market News Communication System to function properly, a custom
PERL script must be installed. This PERL script runs periodically (currently every
minute) and scans the “mkt_news” directory looking for new content. When new reports
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are found here, they are imported into BackWeb as a new INFOPAK. The PERL script
requires that the following files are installed in the “Program Files\BackWeb\BackWeb
Server\USDA\PROGRAMS?” directory (this directory does not exist by default):

_USDAL1.BIS USDA.END USDAL.BIF

USDAL.BII USDAL.BIS USDAL.PL

The USDAL.PL script may need to be modified, depending upon the location of the
“mkt_news” directory. On the new BackWeb server, the “mkt_news” directory is located
on the “F:” drive (which is located on the RAIDS5 volume). To ensure that the PERL
script will run properly, open the USDA1.PL file in a text editor and look for the following
line:

# The existing directory for USDA's text files
SUSDA TEXT='F:/mkt news';

Ensure that the correct path is listed here. (Note that PERL uses the UNIX convention
of forward slashes to denote directory boundaries, unlike the Windows backslash; make
sure that any modifications utilize the correct syntax).

If any of the programs were installed in non-standard paths, verify that other path
references (such as $USDA_PROG) do not need to be modified as well.

Scheduling the PERL script

The PERL script installed above must be scheduled to run on a regular basis in order for
new content to be imported into the BackWeb system. This is done through “Scheduled
Tasks.” To schedule this task, select “Start | Programs | Accessories | System Tools |
Scheduled Tasks.” Double click on the “Add Scheduled Task” icon and click “Next” to
begin the scheduled task wizard. You will be prompted to select the program to run
(Figure 39).

Scheduled Task Wizard x|

Click the program you want Windows o min.
To see mare programs, click Browse.

Application | Yersian |:|
Sl hceessiilly Wizard 50021341 —
rﬂ'.&cruhat Reader 5.0 5.0.1.200103...
EActivate Praduct
At Address Book £.00.2600.00...
EAnimatiDn Shop 3
EASUSDVD 2000 2501307
= [ T P E 1in 1 aF IR LI

Browse... |

< Back I Hewt > | Cancel |

Figure 39: Scheduled Task Wizard - Select Program

Click on the “Browse” button and select the “C:\Program Files\BackWeb\BackWeb
Serve\USDA\PROGRAMS\USDA1.PL” file.
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Scheduled Task Wizard x|

Tvpe a name for this tagk. The tazk name can be
the same name az the program name.

Performn this task:

" Daily

i wWeekly

" tonthly

" One time anly

" Wwhen my computer starks
" wihen| log on

¢ Back I Test | Cancel |

Figure 40: Scheduled Task Wizard — Name and Schedule

The wizard will now prompt for a name and schedule for the task (Figure 40). By
default, the name will be the same as the program selected (in this case USDAL).
Under “Perform this task:” select “Daily” and click “Next.”

Scheduled Task Wizard x|

Select the time and day pou want this task to start.

Start time:
E:-35 &M =

Perform thiz tagk:

i+ Every Day

" Weekdays

" Every |1 _l; days
Start date;

I 1/29/2002 'l

< Back I Nest > I Cahcel |

Figure 41: Schedule Task Wizard — Date and Time

The next screen will specify the time/date for the task to run (Figure 41). By default it
will be the current time and date. This will be maodified later, so accept the default and
click “Next.”
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Scheduled Task Wizard

Enter the name and pazsward of a uzer. The tazk will
un az if it were started by that user,

Enter the uzer name: ISWASHTEMP\mncs_nt1

Enter the password: |*******

Canfirm pazsward:

|

¢ Back I Mewst » I

Cancel |

Figure 42: Scheduled Task Wizard — Credentials

The next screen will prompt for an account name and password (Figure 42). The local
“‘mncs_nt1” account and password should be entered here. When the PERL script is
run, it will run under this security context. Click “Next” to continue.

Note: If the password for the “mncs_nt1” account is changed for any reason, this
scheduled task will need to be updated accordingly. This can be done at any time by
selecting the properties of the Scheduled Task and clicking on the “Set Password”

button.

Scheduled Task Wizard

Tou have succezsfully scheduled the following task:

USDA

Windows will perform this tazk;
Af 838 AM every day, starting 1/23/2002

x|

72 Open advanced properties for this task when | click:

Firizh.

Click Finish to add thiz task to your Windows zchedule.

< Back I Finizh I Cancel

Figure 43: Scheduled Task Wizard - Summary

The Summary page will state that the task was successfully scheduled (Figure 43).
Check the “Open advanced properties for this task when | click Finish” box and click

“Finish.”
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usoar 2] x|

———

= "
Task 'rScheduIel Settings | Security |
S .,

_——-

ﬁ CoANMNTAT asksiUSDAT job

Bur: IkWeb\BackWeb ServeriuzdaéPROGRAMSNISDAT PLY
Browsze... |

Start in: I"I::\F'rnglam Files\B ackweb\Backweb Servertuzda\PRI

LComments: ’

Run as: ICDEIN.-’-\HUE'\cdonahue Set password..

v Enabled [zcheduled task mins at speciied hrmef

QK. I Cancel | Apply |

Figure 44: Scheduled Tasks — Advanced Properties

The advanced properties page for the newly scheduled task will be displayed (Figure
44). Click on the “Schedule” tab.

uspat 2/ x|

Task  Schedule | Setlingsl Securit}ll

ﬁ AL 838 AM every day, staring 1/23/2002

- -

Schedule T ask; Start time: R = S
o] [eman 2 | Advanced. | !
_L - o 7

Scheduls Task Daily S=——

Every m dan(s]

™ Show multiple schedules.

QK. I Cancel | Apply |

Figure 45: Schedule Tab

To configure the task to run at one minute intervals, click on the “Advanced” button
(Figure 45).
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Advanced Schedule Options 2=l

Start Date: | Tuesdasy , January 29,2002 (=
[T EndDate: | =1
—¥ Repeat tazk

Exveny: I'| ::ll Iminute& j

Until: € Time: I j

% Diration: |24 ﬁ haur[s]l ﬁ [EE|

[ 1f the task is still runming, stap it at this time.

ok I Cancel |

Figure 46: Advanced Schedule Options

This will bring up the “Advanced Schedule Options” dialogue box (Figure 46). Check
the “Repeat Task” box and make the following changes:

o Change the frequency to read “Every 1 minute.”
o Click on “Duration” and configure it to read “24 hours.”

Click on “Ok” and apply the changes. This should launch the USDA1.PL script at 1
minute intervals, 24 hours a day.

Note that unlike the previous system, there will be no “DOS” box that appears
periodically, and the script will run even if no one is logged onto the system. To verify
that the script is running, open “Scheduled Tasks” and view the “Next Run Time” and
“Last Run Time” columns (you may need to scroll to the right to see them). These
columns should be updated every minute after the script has run.

CHANNEL REGISTRATION PAGE

Background

The Process of “Registering” to the USDA channel points the BackWeb Client software
to the appropriate server. During the registration process, the user first connects to a
web page (hosted on the BackWeb Server) which contains an HTML form (Figure 47).
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a MMNCS Document Delivery Registration Form - Microsoft Internet Explorer

=10l %]
File Edit Wiew Favorites Tools Help i

sBack - = - () 7 | Qsearch [EFavorites GiMedia ¢4 | Eyv-S - el

Address |&] http:/f151.121.3,170:8080/mncs_reg.htm ~| @an |Links =
ry

USDA

sl Document Delivery Registration (MNCS)

To register with the WMarket News Communications System,
please provide the following information:

Mame: I

Company Matme: |

Email Address: |

Fhone IMumber: I o
Subrmit | Reseat |

|&] pone ’_ ’_ ’_ |4 Intermet

Figure 47: User Registration Page

Information about the user is collected (e.g. Name, Email address). Upon submission,
the information is written to an Access database stored on the BackWeb Server. (The
registration page utilizes an ASP page to connect to an ODBC datasource).

| Kl
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; Subscription Request Processed - Microsoft Internet Explorer - |EI|5|
File Edit Wiew Favorites Tools Help
sBack - = - () 7 | Qsearch [EFavorites GiMedia ¢4 | By S = - el
Address |&] http://151.121.3,170:8080/mncs. asp ~| @an | Links *

S i
l-J,-—;""DA This link downloads the
— . .
: . “BackWeb Registration
sl Document Delivery Req rie,” which points the )
client to the correct server.
Completing Regisiration
-y
To complete the registration process, clidk here. :\
Please note that the Backweb Client Software must already be mstalled
for the registration process to succeed. You should see a "Welcome to
T5DA MWarket Mews" dialog box (it may appear belind the browser window).
[~
|&] pone ’_ ’_ ’_ |4 Intermet Y

Figure 48: Completing BackWeb Registration

The user is then presented with a link to a “BackWeb Registration File” (Figure 48). The
BackWeb Registration file contains the information necessary for the BackWeb Client to
connect to the BackWeb Server. When the user clicks on the link, this will configure the
necessary connection settings in their BackWeb Client.

In order to install the BackWeb registration functionality, the following steps must be
performed:

1. The necessary web pages and related files must be copied to the server
2. The ODBC datasource must be configured

3. The lIS web site must be configured to return the correct MIME type for the
BackWeb Resgistration File

File Installation

The following files must be installed in the root of the Default Web Site (generally
C:\InetPub\wwwroot):

ARROW.GIF BOTGRP5.GIF BW.GIF bwreg.bw default.htm
DOWNLOAD.GIF | GREEN-LI.GIF | GREENBA.GIF ICON.GIF LOGO2.GIF
MNCS.asp mncs reg.htm | REGISTER.GIF | RESET.GIF SUBMIT.GIF
USDAHEAD.GIF | usdalogo.gif

The MNCS .mdb file (the database to which user registration information is written) should
be copied to the root of the C: drive. Note that the database should NOT be placed
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anywhere under the InetPub\wwwroot directory (this would allow an Internet user to
download the database).

ODBC Configuration

The mncs . asp page requires that an ODBC datasource named MNCS exists on the
server. To create this DSN, open the ODBC Datasource Administrator application by
selecting “Start | Programs | Administrative Tools | Data Sources (ODBC).”

£"10DBC Data Source Administrator 2=

User DSN\[S’_I,Jstem DSN1 \F/Ne DM | Diivers | Tracing | Connection Pogling | Abaut |

~

| Cirivver
ticrozoft dBaze Driver [*.dbf)
Microzoft Access Driver [¥.mdb)

Delu=eCh i

| Aidd... |
[ Benore|

Bemove

Eucel Files

MEIS

M5 Accesz Databaze
Yizual FosPro Databasze
izual FosPro Tables

ticrozoft Excel Driver [*.8lz]
SOL Server

Microzoft Access Driver [¥.mdb)
ticrozoft Wisual FoxPro Driver
ticrozoft Wisual FoxPro Driver

LConfigure. .. |

An ODEC Usger data source stares information about how to connect to
the indicated data provider. A& Uszer data source iz only visible to you,
and can only be uzed on the current machine.

o] |

Figure 49: Data Source Administrator
Click on the “System DSN” tab (Figure 49) and click “Add” to create a new System DSN.

Create New Data Source x|

Select a driver for which you want to zet up a data source.

Cancel | Aol Help

Diriver do Microzoft Access [*.mdb)
Diriver do Microzoft dB age [.dbf)
Diriver do Microzoft Excel(* k]
Diriver do Microzoft Paradox (*.db |
Driver para e-Microsoft Yisyal FoxPro
| Microsoft Access Driver [~ mdb] »
Micrasaitoeess TTeitef (Tnidh)
Microsoft dBaze Driver [*.dbf)

hdimraemft AR 2es WEP Dirisear 15 ARFL
4 ' i

M

< Barck I Finish I

Figure 50: Create New DSN Wizard

The “Create New Data Source” Wizard will be displayed (Figure 50). Select the
“Microsoft Access Driver (*.mdb)” and click “Finish.”

Cancel |
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ODBC Microsoft Access Setup

|:I:
x

Drata Source Mame: I [k
Diegcription: I
Cahicel |
— D atabasze
Database - _ Help |
I - ~
«  Select.. l ,\ Create... | Bepair... Compact... |
- Advanced... |

—Sypstem Databasze

' MNone
" Database:

System Databaze.. |

Optiong:» |

Figure 51: Data Source Properties

The properties for the newly created DSN will be displayed (Figure 51). Type in
“MNCS” in the Data Source name field. Under “Database,” click on the “Select” button
and select the C: \mncs.mdb file copied in the previous section. Click “Ok” when
finished.

Uger DSM  System DSH | File DSNI Driversl Tracingl Connection F'u:u:nlingl About I

System Data Sources:

Diritver | Add
By Microzoft Access Driver [*.mdb)
CBA_TL_DB  Microsoft ficcess Driver (% mdb) Remove
lmages— — — Mitmson Scters Briver [ mdb)
V| MNCS icrozoft Access Diiver [".mdb]:) LConfigure...

-~ -

\

i

An ODEC Spgtem data source gtores information about how to connect to
the indicated data provider. & System data source iz wisible to all uzers
on thiz machine, including MT services,

ak | Cancel | Aoply | Help |

Figure 52: MNCS Data Source Created

The newly created MNCS Data Source should now appear in the listing of System DSNs
(Figure 52). Click “Ok” to accept the changes and exit out of the ODBC Datasource
Administrator.

MIME Type Configuration

In order for the BackWeb registration to operate correctly through the web site, IS must
be configured to return the proper MIME header for backweb registration files. To do
this, open the Internet Services Manager and select the properties of the Default Web
Site.
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Default Web Site Properties 2x|

wieh Site I Operators I Perfarmance | ISAPI Filters | Harne Directaory
Dlocuments I Directary 5ecurity HTTF Headers | Custamn Ermrars

—I Enable Content E xpiratioré
Lantent shauld:

" Erpire Immediately

% Ezpite after |1 IDa}l[s] ﬂ
© Ewpieon | Fiidyy . Febuay 08,2002 ~| at [1200004M =
 Custorn HTTF Headers

Add...
Edif...

Eemayve

[

— Content R ating
Ratings help identify ta your users what type of content your site
provides. Edit Ratings...

J

— MIME Map

Ta configure additional MIME types the \Web Servicesends o= ~ < -

bromzers in the HT TP Header, click File Typese N
B ( File Types... |
/)

~

= p—_—

QK I Cancel | Spply -l Help |

Figure 53: HTTP Headers Page

Select the “HTTP Headers” tab, and under the section for “MIME Map,” click on the “File
Types” button (Figure 53). In the “File Types” dialogue, click on “New Type” to create a
new MIME mapping.

File Type ll

Azzociated extension:

Content type [MIME]: IaI:'I:'"CEtiDﬁ-"'H'iad

QK. I Cancel |

Figure 54: New File Type

The “File Type” window will appear (Figure 54). Type “.bw” in the “Associated
Extension” box and “application/x-iad’ in the “Content Type (MIME)” box. Click
“Ok” to finish.
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File Types

Mew Tupe...

Bemove

i

Edit...

— File type detailz

Extension: b

Content Type [MIME]:  applization/«-iad

] | Cancel |

Figure 55: File Type Added

The new MIME mapping should now be listed in the “File Types” dialogue box (Figure
55). Click on “Ok” to save the changes to the MIME Map and close the Web Site
Properties.
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BACKWEB FAILOVER

Market News utilizes multiple BackWeb Servers in order to ensure availability of the
service should one of the BackWeb servers fail. The current failover model utilizes two
servers, both located in the USDA South Building (Wsshington, DC). Although both
servers are powered on at all times, BackWeb clients only connect to the primary server
(151.121.3.170, which is translated to 10.10.1.1 at the firewall). In the event of a failure
of the primary BackWeb Server, the following procedures can be followed to bring the
backup server online as the primary:

1. The primary BackWeb Server is brought offline (e.g. powered down and/or
unplugged from the network).

2. The IP address on the Backup BackWeb server (10.10.1.14) is changed to the IP
address formerly used by the Primary BackWeb server (10.10.1.1).

3. Inthe BackWeb Console, any InfoPaks on the server prior to the current day’s
are deleted.

Client connections will now be made to the Backup BackWeb server. The same process
can be repeated to bring the Primary BackWeb Server back online.
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APPENDIX A: INSTALLATION CHECKLIST

1. Installed Windows 2000 O
a. Configured RAID/created partitions (if necessary) [
b. Installed correct Windows 2000 Components [
c. Installed Windows 2000 SP2 O
d. Installed Installed Hotfixes (Security Rollup) [
e. Installed as a stand-alone server O
f. Created mncs_ntl local account Ll
g. Created mkt_news and mkt_news2 directories [
h. Set security and shared mkt_news directories L]
2. Configured 1IS 0
a. Changed Default Web Site port to 8080 [
b. Removed unnecessary directories and virtual directories [
c. Removed unnecessary ISAPI mappings ]
d. Disabled Web Based Printing ]
3. Installed Additional Software L
a. Installed BackWeb Server O
b. Installed BackWeb Console O
c. Installed BackWeb Automation SDK/PERL L
4. Configued BackWeb ]
a. Added USDA Sub-Channel L
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b. Added Satellite Exposure Group [

c. Acquired and installed BackWeb Server License O
5. Installed Custom Package Importer (PERL script) O
a. Copied required files to server [
b. Modified PEL script to point to the correct path O
c. Scheduled PERL script to run through Scheduled Tasks [
6. Installed Channel Registration Pages [
a. Copied required files to wwwroot L]
b. Created ODBC Datasource O
c. Configured MIME type in IIS L]
7. Brought Server Online and Tested Functionality L
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